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AN ACT

To amend chapter 191, RSMo, by adding thereto one new section relating to nonpublic personal
health information.

Be it enacted by the General Assembly of the state of Missouri, as follows:

Section A. Chapter 191, RSMo, is amended by adding thereto one new section, to be
known as section 191.890, to read as follows:

191.890. 1. For purposes of thissection, the following terms mean:

(1) "Disclose", to release, transfer, provide access to, or divulge in any other
manner infor mation outsidetheentity holdingtheinfor mation; except that disclosur eshall
not includeany information divulged directly totheindividual towhom such infor mation
pertains,

(2) "Federal privacy rules', the federal Health Insurance Portability and
Accountability Act privacy rulespromulgated by the United States Department of Health
and Human Services, 45 CFR Parts 160 to 164;

(3) "Health information", any information or data except age or gender, whether
oral or recorded in any form or medium, created by or derived from ahealth careprovider
or an individual that relatesto;

() Thepast, present, or futurephysical, mental, or behavioral health or condition
of an individual;

(b) Theprovision of health careto an individual; or

(c) Payment for the provision of health careto an individual;

EXPLANATION — Matter enclosed in bold-faced brackets [thus] in the above bill isnot enacted and is intended
to be omitted from the law. Matter in bold-face typein the above bill is proposed language.
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(4) "Licensee", all licensed insurers, producers, and other persons licensed or
required to be licensed, or authorized or required to be authorized, or registered or
required to be registered under chapter 375, RSMo, a health maintenance organization
holding or required to hold a certificate of authority under chapter 354, RSMo, or any
other entity or person subject to the supervision and regulation of the department of
insurance;

(5) " Nonpublic personal health information™, health information:

(&) That identifiesan individual who isthe subject of the information; or

(b) Withrespect towhich thereisareasonablebasistobelievethat theinformation
could be used to identify an individual;

(6) " Person”, without limitation, an individual, aforeign or domestic cor por ation
whether for profit or not-for-profit, a partnership, a limited liability company, an
unincor porated society or association, two or more persons having a joint or common
interest, a gover nmental agency or any other entity.

2. Any person who in the ordinary cour se of business, practice of a profession, or
rendering of a service creates, stores, receives, or furnishes nonpublic personal health
information shall not disclose by any means of communication such nonpublic personal
health infor mation, except pursuant to a prior written authorization, valid for two years,
of the person to whom such information pertains or such person's authorized
representative, if:

(1) The nonpublic personal health information is disclosed in exchange for
consideration to an affiliate or other third party; or

(2) Thepurpose of thedisclosureis:

(8) For the marketing of services or goods for personal, family, or household
pur poses;

(b) To facilitate an employer's employment-related decisions regarding hiring,
termination, and the establishment of any other conditions of employment, except as
necessary to provide health or other benefitsto an existing employee;

(c) For usein connection with the evaluation of an existing or requested extension
of credit for personal, family, or household purposes; or

(d) Todeliberately or maliciously cause harmtotheperson towhom thenonpublic
personal health information pertains or to a person who creates, stores, or receives the
nonpublic personal health information, except as necessary to conduct the business,
practice, or service offered by the disclosing person or entity.

3. Nothingin this section shall be deemed to prohibit any disclosur e of nonpublic
personal health information asisnecessary to comply with any other stateor federal law,
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or acourt order.

4. Any person other than alicensee who knowingly violatesthe provisions of this
section shall be assessed an administrative penalty of not more than five hundred dollars
for each violation of thissection. An administrative penalty pursuant to this section may
be assessed by a state agency with primary regulatory authority over a person, by the
attorney general upon referral by a state agency with primary regulatory authority over
aperson, or by the attorney general if no state agency has primary regulatory authority
over theperson. A stateagency hasprimary regulatory authority over apersonif thestate
agency licenses, certifiesor examinesthebusiness, profession or servicesof theperson. No
person shall be subject to administrative penalties pursuant to this subsection from more
than one state agency with respect to the same violation. Any administrative penalty
imposed pursuant to thissubsection shall be paid into the school fund as provided by law
for other finesand penalties.

5. Totheextent a person other than alicensee is subject to and complieswith the
federal Health InsurancePortability and Accountability Act privacy rulespromulgated by
theUnited StatesDepartment of Health and Human Services, 45 CFR Parts160to 164 (the
federal privacy rules), such person shall be deemed to bein compliance with this section.

6. Irrespective of whether a licensee is subject to the federal privacy rules, if a
licensee complieswith all requirementsof thefederal privacy rulesexcept for theeffective
date provision, thelicensee shall be deemed to bein compliance with this section.

7. If alicensee complieswith themodel regulation adopted on September 26, 2000,
by the National Association of Insurance Commissioners entitled " Privacy of Consumer
Financial and Health Information Regulation”, the licensee shall be deemed to be in
compliance with this section.

8. Notwithstanding the provisions of subsections5 and 6 of this section, no person
or licensee may disclose nonpublic personal health information for marketing purposes
contrary to paragraph (a) of subdivision (2) of subsection 2 of this section.

9. The provisions of this section do not apply to infor mation from or to consumer
reporting agenciesasdefined by thefederal Fair Credit Reporting Act, 15 U.S.C. Section
1681 et seq., or debt collectorsasdefined by thefederal Fair Debt Collection PracticesAct,
15U.S.C. Section 1692 et seg. to the extent such entitiesareengaged in activitiesregulated
by these federal acts.

10. The provisions of this section do not apply to information disclosed in
connection with aproposed or actual sale, merger, transfer, or exchangeof all or aportion
of abusinessor operating unit, including but not limited to the sale of a portfolio of loans,
if thedisclosur eof nonpublicper sonal health infor mation concer nssolely consumer sof the
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businessor unit and thedisclosureof the nonpublic personal health information isnot the
primary reason for the sale, merger, transfer, or exchange.

11. Thedirector of the department of insurance shall have the sole authority to
enforce this section with respect to licensees. A licensee who knowingly violates the
provisionsof thissection shall be assessed an administrative penalty of not morethan five
hundred dollars for each violation and shall be entitled to all the protections of law
contained in subsection 4 of this section.

12. Nothingin thissection shall be construed to prohibit disclosure by any person
for purposesother than those specifically listed in subsection 2 of thissection. If an agent
discloses information to a principal for purposesthat do not violate subsection 2 of this
section, the agent shall not be deemed liable for any disclosure by the principal.

13. This section does not apply to the disclosure of nonpublic personal health
information which was originally collected for marketing purposes, provided that:

(1) Theinformation is disclosed solely for the purposes of marketing products
directly to theindividual to whom such information pertains;

(2) The individual to whom such information pertains voluntarily reports the
information; and

(3) At thetimetheinformationiscollected, theindividual towhom theinformation
pertainsreceivesclear and conspicuousnoticestatingthat theinfor mation will bedisclosed
to third partiesfor the purposes of marketing products or servicesto theindividual.

14. Notwithstanding any other provision of law, this section shall not apply to the
conduct of medical research, asdefined in 45 CFR part 46.

15. Theprovisions of this section shall become effective January 1, 2006.



