© 0 ~NO 01T~ WD

Nl <
A WNPRERO

FIRST REGULAR SESSION

HOUSE BILL NO. 100

95TH GENERAL ASSEMBLY

INTRODUCED BY REPRESENTATIVES WILDBERGER (Sponsor), SCHIEFFER, MEINERS,
MEADOWS AND ROORDA (Co-sponsors).

0353L.011 D. ADAM CRUMBLISS, Chief Clerk

AN ACT

To amend chapter 407, RSMo, by adding thereto three new sections relating to release of
personal information to unauthorized persons, with penalty provisions for a certain
section.

Be it enacted by the General Assembly of the state of Missouri, as follows:

Section A. Chapter 407, RSMo, isamended by adding thereto three new sections, to be
known as sections 407.1400, 407.1402, and 407.1404, to read as follows:

407.1400. 1. Except asotherwiseallowed by state or federal law, or unless consent
has been provided asit is established in this section, financial institutions, their officers,
employees, agents, and dir ector sshall not discloseto any person any financial infor mation
relating to a customer.

2. A governmental agency or law enforcement agency may obtain customer
information from afinancial institution under ajudicial or administrativesubpoenaduces
tecum served on the financial institution, if there is reason to believe that the customer
information sought is relevant to a proper law enforcement objective or is otherwise
authorized by law.

3. A governmental agency or law enforcement agency may obtain customer
information from a financial institution under a search warrant if it obtains the search
warrant under therulesof criminal procedure of this state.

4. Noconsent or waiver shall berequired asa condition of doing businesswith any
financial institution, and any consent or waiver obtained from a customer as a condition

EXPLANATION — Matter enclosed in bold-faced brackets [thus] in the above bill isnot enacted and is intended
to be omitted from the law. Matter in bold-face typein the above bill is proposed language.
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of doing businesswith afinancial institution shall not bedeemed a consent of thecustomer
for the purpose of this section.

5. Valid consent shall bein writing and signed by the customer. In consentingto
disclosure of customer information, a customer may specify any of the following:

(1) Thetimeduring which such consent will operate;

(2) Thecustomer information to be disclosed; and

(3) The persons, government agencies, or law enforcement agencies to which
disclosur e can be made.

407.1402. 1. Any person or businessthat conducts businessin this state and that
ownsor licensescomputerized datathat includes personal information, shall disclose any
breach of the security of the system following discovery or notification of the breach.
Notification shall be made to any resident of the state whose encrypted personal
information was, or is reasonably believed to have been, acquired by an unauthorized
person. Thedisclosureshall bemadeinthemost expedient timepossible, but nomorethan
thirty days after such breach hasbeen discovered.

2. Thenotification required by this section may be delayed if a law enfor cement
agency determinesthat the notification will impede a criminal investigation.

3. For purposes of this section, "breach of security of the system" shall mean
unauthorized acquisition of computerized data that compromises the security,
confidentiality, or integrity of personal infor mation maintained by thebusinessor per son.
Good faith acquisition of per sonal infor mation by an employeeor agent of thebusinessfor
the purposes of the business shall not be considered a breach of security of the system,
provided that the personal information is not used or subject to further unauthorized
disclosure.

4. For purposesof thissection, " personal information” meansan individual'sfir st
nameor first initial and last name in combination with any one or more of the following
data elements, when either the name or the data elements are not encrypted:

(1) Social Security number;

(2) Driver'slicense number;

(3) Account number, credit card number, or debit card number, in combination
with any required security code, access code, or password that would permit accessto an
individual'sfinancial account.

For purposes of this section, " personal information” does not include publicly available
information that is lawfully made available to the general public from federal, state, or
local gover nment records.
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5. For purposesof thissection, " notice" may be provided by one of the following
methods:

(1) Written notice;

(2) Electronic notice, if the notice provided is consistent with the provisions
regarding electronic records and signatures set forth in Section 7001 of Title 15 of the
United States Code;

(3) Substitute notice, if the agency demonstratesthat the cost of providing notice
would exceed two hundr ed fifty thousand dollar s, that theaffected classof subject per sons
tobenotified exceedsfivehundred thousand, or theagency doesnot havesufficient contact
information. Substitute notice shall consist of all of the following:

(&) E-mail notice when the agency hasan e-mail addressfor the subject persons;

(b) Conspicuous posting of the notice on the agency's website, if the agency
maintains one; and

(c) Notification to major statewide media.

6. Notwithstanding subsection 5 of this section, an agency that maintainsits own
notification procedures as part of an information security policy for the treatment of
per sonal information and isotherwiseconsistent with thetiming requirementsof thispart
shall be deemed to bein compliancewith the notification requirementsof thissection if it
notifies subject personsin accordance with itspoliciesin the event of a breach of security
of the system.

7. Any person or businesswho violatesthe provisionsof thissection shall beguilty
of a class A misdemeanor and, upon conviction, shall be punished by a fine of up to one
thousand dollarsfor each and every act or violation, by imprisonment in thecounty jail for
aterm not to exceed oneyear, or by both at the discretion of the court.

407.1404. 1. A consumer may elect to place a security alert in hisor her credit
report by making a request in writing or by telephone to a consumer credit reporting
agency. " Security alert” means a notice placed in a consumer's credit report, at the
request of the consumer, that notifiesarecipient of the credit report that the consumer's
identity may have been used without the consumer's consent to fraudulently obtain goods
or servicesin the consumer's name.

2. A consumer credit reporting agency shall notify each person requesting
consumer credit information with respect toaconsumer of theexistence of asecurity alert
in the credit report of that consumer, regardless of whether a full credit report, credit
score, or summary report isrequested.
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3. Each consumer credit reporting agency shall maintain a toll-free telephone
number to accept security alert requests from consumer stwenty-four hoursa day, seven
days a week.

4. Thetoll-freetelephone number shall beincluded in any written disclosure by a
consumer credit reporting agency to any consumer under section 407.1914 and shall be
printed in a clear and conspicuous manner.

5. A consumer credit reporting agency shall placea security alert on aconsumer's
credit report nolater than fivebusinessdaysafter receiving arequest from the consumer.

6. Thesecurity alert shall remain in placefor at least ninety days, and a consumer
shall havetheright to request arenewal of the security alert.
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