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Let's get ride of Spoofing, Bad-Actors and terrible Characters with added No Caller Lists and Huge
Fines.
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HB 2147 is presented as a consumer-protection bill, but structurally it is redundant, unevenly enforced,
and selectively blind.

Missouri already operates within a robust federal framework governing robocalls, spoofing, and caller
authentication under the Telephone Consumer Protection Act (TCPA) and FCC-mandated
STIR/SHAKEN requirements.

This bill does not meaningfully innovate beyond federal law; instead, it repackages existing
obligations, shifts enforcement optics to the state level, and creates the appearance of action without
addressing the actual sources of harm.

Here’s the core problem:

HB 2147 aggressively regulates private actors while expressly exempting government and intelligence
agencies from the very conduct it claims is harmful.

That exemption is not incidental—it is structural.

If call spoofing, caller ID manipulation, and automated dialing are inherently deceptive and damaging to
public trust, then carving out blanket immunity for government and intelligence agencies undermines
the bill’s stated purpose.

Consumer protection does not work when the rule is “illegal for you, permitted for us.”

Additionally, the bill expands penalties and creates private rights of action without fixing attribution.
The real enforcement challenge in robocalls is not the absence of penalties—it is the difficulty of
identifying the originating party across layered VoIP networks, shell intermediaries, and offshore
actors.

HB 2147 increases fines, authorizes class actions, and empowers the Attorney General, yet still relies
on the same authentication systems already mandated federally. That is not enhanced protection; it is
duplicative punishment without improved precision.

There is also a quiet but important policy shift here:



The bill broadens definitions, narrows exemptions, and increases exposure for lawful businesses and
providers who already comply with federal standards, while offering no additional relief to consumers
beyond what already exists under federal law. That imbalance invites over-enforcement against in-state
actors who are easiest to reach—not against the bad actors who are hardest to trace.

Finally, this bill continues a pattern the legislature should stop repeating: delegating complex technical
standards to agencies after the fact, while insulating those same agencies from the consequences of
misuse. If spoofing and automated calling are threats to public trust, then transparency and
accountability must apply universally—or this is not consumer protection at all.

HB 2147 illustrates a recurring legislative habit: expanding penalties where jurisdiction is easiest
rather than where harm originates. By exempting government and intelligence agencies, relying on
already-mandated federal authentication systems, and failing to improve attribution, the bill substitutes
performative enforcement for effective governance. When lawmakers duplicate federal law, exempt
themselves from its reach, and call the result “protection,” the public is left paying for the illusion of
oversight rather than the reality of it.

Missouri does not need louder laws—it needs honest ones. Vote NO.
-Rev. Sarah M. Berry
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Chair Bromley, Vice-Chair Simmons, and members of the committee, on behalf of CTIA®, the trade
association for the wireless communications industry, I submit this informational testimony for the
record regarding House Bill 2147, House Bill 2472, and House Bill 2658. These bills look to expand
existing telemarketing rules that try to stifle illegal and unwanted robocalls and texts and codify federal
rules and requirements into state law.

CTIA members are committed to protecting consumers from illegal and unwanted robocalls and texts.
The wireless industry works tirelessly to block illegal robocalls and texts messages and label them to
be a spam risk to minimize the negative impact of robocalls and texts. While we wholeheartedly agree
with the state’s interest in protecting consumers from unwanted calls and texts, we have general
concerns about the creation of conflicting state telemarketing/automated call laws that do not conform
to federal regulations could create compliance challenges for carriers that operate interstate networks.
For this reason, CTIA supports uniform federal regulations on these issues rather than a patchwork of
varying state requirements.

For years, CTIA and our member companies throughout the wireless industry have been working hard
to protect consumers and foster trust in both text messaging and voice calling platforms.  As text
messages and voice calls continue to be vital communication tools, the wireless industry has taken
proactive measures to address the growing threat of robocalls and robotexts.  Through a multi-layered
approach, including industry best practices, up-front registration and vetting, cutting-edge call- and
text-blocking technologies, and robust consumer reporting, we’ve made significant strides in
combating unwanted non-consumer communications.  For example, in 2024 alone, wireless providers
blocked nearly 55 billion robotexts.

Combatting Illegal Robocalls with Tools and Technology
On the voice side, wireless providers and their ecosystem partners have developed and deployed a
wide range of powerful tools to protect consumers. While some robocalls are useful – like the ones you
receive from pharmacies, airlines, and schools – many are illegal, intrusive, and annoying.
Stakeholders across the wireless ecosystem are working to help consumers combat these problematic
instances.  Indeed, a multi-pronged effort is already underway to combat illegal robocalls.  Wireless
providers have developed and deployed a wide range of powerful tools to protect consumers,
including – but not limited to – developing robust know-your-customer practices, deploying innovative
call-blocking technologies, tracing back illegal robocalls to identify bad actors at the source, and



establishing and implementing robust robocall mitigation programs. Last year, Americans spent more
than 2.4 trillion minutes on voice calls.  Unfortunately, bad actors also know how much consumers
value and rely on wireless voice services.  As they have increased their efforts to target consumers
through robocalls, the wireless industry has also enhanced its efforts to protect consumers through
new initiatives, technologies, and partnerships, which are detailed below.

In addition to the numerous sophisticated analyses wireless providers use daily to block unwanted
calls and investigate bad actors, the industry has developed new initiatives and technologies to
address the issue further. Wireless providers, including AT&T, Verizon, and T-Mobile, have helped
develop and deploy caller ID authentication technology that works to combat illegal telephone number
spoofing. STIR/SHAKEN, or Secure Telephone Identity Revisited and Signature-based Handling of
Asserted Information Using toKENs, is a framework of interconnected technical standards developed
by industry where wireless providers digitally validate a variety of calls, allowing a provider to verify
the caller and the caller’s right to use the phone number. The idea behind STIR/SHAKEN is to enable
consumers to trust their Caller ID again by enabling voice service providers sign their subscribers’
telephone numbers with a digitally encrypted signature to ensure the calling number of a telephone call
has not been tampered with. In other words, the STIR/SHAKEN framework helps confirm the call is
from the person the caller ID says it is from. The Federal Communications Commission (FCC) adopted
rules requiring voice service providers to implement STIR/SHAKEN in the IP portions of their voice
networks since 2021 and has since expanded the implementation obligation to additional providers
with the goal of achieving ubiquitous STIR/SHAKEN adoption.

While masking one’s identity or spoofing caller ID information is often associated with malicious intent,
there are important exceptions that serve a critical public interest objective.  For instance, domestic
violence shelters may intentionally shield their identity to protect victims when conducting outreach
via telephone to those victims.  Public health agencies, legal service organizations, or law enforcement
might use similar measures to protect sensitive information or ensure the communication recipient’s
safety.

To complement these solutions, innovative branded calling solutions are being developed and
deployed in the marketplace. CTIA developed a branded calling solution that leverages the
STIR/SHAKEN framework to deliver trusted visual information from enterprises to consumers using
standards-based Rich Call Data or “RCD”, so consumers can be confident that a call is coming from a
verified source. We refer to this solution as Branded Calling ID™ or BCID™. BCID delivers more
robust—and secure—information to consumers’ smartphones, including a calling enterprise’s verified:
(1) caller display name (e.g., “Home Depot”); (2) caller logo; and (3) call reason (e.g., “Order Ready for
Pickup”).  By receiving additional, trusted, branded caller information, consumers can make more
informed choices about whether to pick up the phone, reducing the risk of being bothered by spam or
harmed by scam calls.

To help enhance enforcement against bad actors behind illegal and unwanted robocalls, wireless
providers coordinate with each other to help identify illegal callers for referral to the appropriate federal
and state enforcement authorities at the FCC, the Federal Trade Commission (FTC), the Department of
Justice (DOJ), and at the state level to stop illegal robocalls. To aid enforcement efforts, wireless
companies participate in the Industry Traceback Group, that works to identify the source of illegal
calls.   Additionally, nationwide wireless providers, along with other voice service providers, have
partnered with 51 state attorneys general to adopt eight principles to fight illegal robocalls. This
partnership is a reaffirmation of the commitment made by wireless providers, such as AT&T, T-Mobile,
and Verizon, to protect consumers.  Specifically, those providers agreed years ago to incorporate, or
continue to incorporate, the following anti-robocall principles into their business practices:
• Offer Free Call Blocking and Labeling;
• Implement STIR/SHAKEN;
• Analyze and Monitor Network Traffic;
• Investigate Suspicious Calls and Calling Patterns;
• Confirm the Identity of Commercial Customers;
• Require Traceback Cooperation in Contracts;
• Cooperate in Traceback Investigations;
• Communicate and cooperate with state attorneys general about recognized scams and
trends in illegal robocalling

Stopping Illegal and Unwanted Text Messages
In the text messaging space, wireless providers and their partners throughout the wireless text



messaging ecosystem are on the frontlines of defending consumers from illegal and unwanted text
messages. These protections are multi-layered, including (i) up-front vetting and verification of
business message senders nationwide, (ii) filtering and blocking billions of harmful text messages to
prevent them from reaching wireless consumers each year, and (iii) partnering with law enforcement
agencies to target bad actors.  First, the ecosystem’s up-front vetting and verification systems help
stop bad actors before they can send scam or spam text messages. As a threshold protection, wireless
messaging technologies require valid originating information, such as a legitimate telephone number.
As a result, number spoofing has not plagued text messaging as it has with robocalling. Instead,
impersonation scams – where bad actors try to trick consumers into thinking that a trusted entity like
their bank is contacting them – have been more prevalent. We have devised a specific action plan to
address brand impersonation issues.

Wireless providers and their messaging partners also deploy vast security and fraud prevention teams
using the latest innovative technologies, machine learning and AI, and other spam mitigation tools to
protect consumers through real-time analysis and other defense solutions. With these tools, wireless
providers successfully block billions of spam text messages from ever reaching consumers each year.
In 2024 alone, wireless providers blocked more than 55 billion scam and spam robotexts. And blocking
is only one part of the broader effort to make sure the wireless industry’s playbook evolves to keep up
with bad actors’ changing tactics.

To enhance these protections, wireless providers have established a common means for consumers to
report unwanted text messages – forwarding the message to 7726 (SPAM) – and have partnered with
Apple and Google to make it easier for consumers to “Report Junk” directly through the wireless
messaging applications that are built into most wireless phones.  Wireless providers use this reported
data to evolve spam mitigation tools in real-time and keep pace with the constantly changing tactics of
bad actors. And when wireless providers receive complaints about texts with suspicious links, their
teams investigate the website to determine if the link is intended to support fraudulent efforts. If so,
wireless providers can share that link with ecosystem partners so it can be blocked by most internet
browsers.

As a complement to wireless industry tools and best practices, CTIA formed the Secure Messaging
Initiative (SMI) to bring stakeholders together to share information so they can quickly stop spam and
target bad actors. The SMI helps messaging industry stakeholders identify bad actors, share
information with each other and with law enforcement agencies, and develop best practices to address
emerging threats on the messaging platform. To trace the origins of spam and scam text messages and
report on those to law enforcement for investigation, CTIA’s SMI convenes the messaging ecosystem
and partners with YouMail Protective Services (YPS). To date, CTIA’s SMI has delivered more than 20
referrals to law enforcement partners at the FCC, the FTC, DOJ, and the state anti-robocall task force,
which they can use to take action against these spammers and shut them down.
CTIA and its member companies understand the importance of investing in proactive, multi-layered
measures that include sophisticated tools, industry best practices, and public-private partnerships to
protect consumers from fraudulent text messages. At the heart of these protections are CTIA’s
Messaging Principles & Best Practices, which set clear guidelines for non-consumer message senders
on issues like consent, privacy, and security, and preventing unwanted messages. Our guiding
principle is consent: Consumers should have control over the texts and calls they receive, with the
ability to opt out at any time. Through this and other principles, we help prevent consumers from
getting messages they do not want, while helping ensure consumers get the messages they do want.

In closing, the wireless industry recognizes the need to fight unwanted and illegal robocalls and text
messages. We are working collaboratively with federal and state stakeholders to protect consumers
from being harassed and scammed. A multi-pronged, multi-faceted approach is essential as illegal
actors are working around the clock to deceive consumers and carriers. We look forward to continuing
our work with states to combat unwanted and illegal robocalls and text messages and avoid any
unintended consequences that a patchwork of varying state requirements could result in unintended
consequences on good actors.
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